—Y\’QDS ck \_ ey
PO e

The h'lnspcr'i (aﬂer is vsed for:
-De,mol’a'labtira- decde which o.rrln'cah'on showld receive 4 data.
This & accompliched Using port nwmbers, which ore in e tansport hader asd desigrate
e afpltujahn (Web Server i port Soforz;mn*lz)-
UDP (Vser Da:l’agym Pectocol) does onlg this.
A it i the temspot layer is colled o segment.
+ b seqmenie gek lost, rimasmission hus to be dene
-Fl‘\m,rnu\zsdmﬂg,, we shovld rw&r&zszahmls’coad:ﬂmoriaimlodg the
segmerds were senk in (multple segments may constible o single fle)
TCP does He aboe two.
b Traumission Contrd Potocsl
— It does rut send segment (n+) unﬁ\segrrzni@hasbeenmceiwd
The ieste is Had rovlers do not coopemte to enwue velible dak drangber: We shovd be
e to ofer padet Loss!
F we want sormhu‘n% belween UDP and TCP, we shovld yse UDP and buid ow own

Pl'Dde on bF o it.
Tre, mechanism via which we deop ppckels o o router i Mimbchwzs hll i
called & Ap-tail mechunism. congesion

TCP s able b iofer thal coraq_shbn has occumd ard does  congechion contrel: the
saamnkserd«rg. e is educed Enogh oF e inpub links buk OF to ellow the
quee o clear UP-

TCP oo does flow cont®, whih & jst congestion cordrol bt debinabion. This
is Aifeent becawse the sovrck and destinabion can communicate. The deghinahion may
ke bime b process information, and maahnk Voo ead oll the (nfomghn fram

tre hwmyoiladeraekLmisaMkr).

Von Jocobson and Sa\\ti Flogd did o lot Fwok on TP in te 80s.
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The UDP header i jost
0 b 3l

Souee Port Dechinghion Pert

The TCP header on the other hand, lgoke Like

o 3 3l
A .
Sowrce Rort Dectinadion Port Esw-af.ll% Corwnicates where in the Rle
Sequence Nomber J—this segment i locghey. Buyte number of fied
byte 0 e seﬂtml'-
20 bytes Ack.  Noumber ——

Fbgs'r Adverkised Window Cbuﬂhﬂ"’l’ of sequence nymber. Sa.l.l; what
byte the receiver is expechty next-

' Checksom (Haw ecendd exenything vah " thi byle)
Dol
T SyN, Fin, Reset, Pusn, Urg, Aex (6 bits)
Connechion connechon  connechion present in
(shows volidity)
Te potest feld n the 1P lagr says whethe dre trngort layer ie vging TCP o UDP.
) \
6 17

Lecture23  T(CP. Openung ard Clos\'qg o Connechon
Recoll frak trafe is o Sequence Number and an ACK number in TCP
This allows v nd  (daka + Ack) bae’dr!r-

How i a Connechion estallished?

Suwose bwe s @ web cerver, which & a pessive participank, Usl:uu'na on some Porb
ond an gcpive clent that ie drying 0 cpen 6 cannechion.

> Fst, & SN -ﬂnﬂﬂd packel i ank. Suppese it has @ Seg: Ne. X-

- The sever respords with a (syN + ACK) F\egae& packet™ with ack. np. X+ 1. Suppose

it hes $29- no. y.

- The client recponds with Ak V4.

This i called @ fhee-way handdake

Whit SYN/FIN packes dont have data, they ae Contidered lo have one bife.

Usually, the valve X s rardomly seleched.

Ak z  acknowledge Yot we have received eveythig fom stk b z-1.
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Why do we want o random X ok ¥?

Svpposa we want b tranemit boo fiks of size N ad M grd we stost
with seq. no. ot ©. K some szgmerd:'ﬁ'om e ficst packet arrives lafe , thon

t covld camce prob loms - ¢ the port numbers o the same, we covld inderpret it
to belong 0 4 secord file, which we do not waend-

We chope bt initidd seq: no. randomly in the fopes it the sequence umber
Spaces do ot overlep

18 te file is large enepgh, it is possible 1o Wrap arovnd  from @32-\) to 0.

let ve draw Yo skabe tansition dfagram.

Client
Closed | = —=eeeee- Server
Passive open
Vo 1 l’ < Actie Open SN
(Curh) (Pt  ommd
SUN/SyN+ Ack Serdjsm =] Sm_Senr
W
T T T 1
| SN-Re J SN+ Ack [Ack

These is olip a “Close" asrom
from ey shie b Chosed

The abowe & complicated becavse we do not know whad the other gide is
ddna. We have h accomt for them sending a SN ok the same dime Gs us.
The actval diggram s in fack for mor complicaked.

It & betler 1o a.d'ivela teeminate o connechion becanse s tells Hhe other

gide thad M can Cear tugic bufer acd any state- velatzl dodn-

To do thg, we vse a FIN-zPaagui Pa,;_kgL

- Holf-close Closed by ome ed ot o Lime The ofer ed con conbinve
to send some deka, vt it need net receive a respense. Pfer it i
dore, it sends ¢ FiN flig o well, and eceives an Ak,
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2. 3- Woy Harddhake Terninghon: Both cides close ab the seme time.
T client sends 0 Fiv, arnd the Server fesponde with (Fwi+ Ack)
toglher- The  cdliend respordes with a0 Ace (b te Fn).

Lecture 24 TCP Timeouvt
When the sender cends a packet, he exped: o cesponse by q certuin bime
I# we do Nk feceive an ACK within the hmeovd, we cedronemyt

What do we set He timeout to?
A Covple ©f isses are.
1 The RTT can vary guite a lot a\e.Perwlirg on the nehdork path.
2 The RTT can vary across Hime as well de b He qpeve lmﬂﬁu..
(even for the Same path)
3. Packed loss can occor- When we receiven an ACK, could it ke dve o
0- previvs tangmuasion of . game Padcei’?

We wovld like to ad: an oyerage RITT.
sin what sence

Let the “sample RTT'be te most roeent RIT.
We fnke the new echmaled €71 as @ wexahhd averuge

oL x Estim- RTT + (11—~ Squle, RTT.

For e ?,&’ Actool RTT velues

Iﬁ\.\;j& Estim RTT when ¢ 2D

Both te exveme valves of A ar ndveyggod.

The o4 algan'ﬂw\ Lees
Tmeout = 2x Echimaled BTT
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In the new alam'{‘hm, we. Ay to take e Variahim of RTT into aceount
SuPPa'oe we have @ Gapssion disribubion M(pe). I the RTT follows this
distribubion, then p+3c seves oc @ good vale for the timeoyt

Measure Eatim. RTT (mean) as before.
let Diff - Sample RTT - Eshim RTT

Since standord. demation is triky dve fo the square roob, we vse the mean
deyiation incted

That js, we leb

Dev = (-« Dev + [x|Diff|
The bimeost i then  sef as
LL Estim RTT + ¢xDev.

/ L

Usuaua 1 Usuaila L
We  vsually toke of= 78 and Fa-\/'l'-
The inibal  himeout valwe is q/uu‘f:e la;ag.

Wrat about the packe  less issve”
We do ngt vse Pre RTT measurement for etransmitted ;:ndcel:s

Now, let vs move on o c,orgashbn con trol.
Inih‘a.ug, becavse the intamet woas for rm‘h‘l'wu puposes, TP was kept to

Mot have Sk informghon (it is localized to the end nodes),
Contider the (eceiver buffer

) 27

Max Reav Buerer (o cirewlor bufer)
p{nﬂ;‘mﬁbﬂ has
2ad Ll herg.

Te kR mg\('ahl’ sechors are free. lﬁcmaeshbn s af de cecover, w2 can send
dis buvffer informahon.

What if Cpracs{'l'm s et an idermediole covter? Thee i no died communieadion o
TP ouxt infer Hus.

(Ra.re,lg. we Uuse ExPI;'U'i' Corgcs‘-'bn Noti bication (EcN))
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How deec TCP iofer this?

Flow Cortro!  deole with congeskin ok fne  teceiver

The  adverbsement window fled in the TCP hueader | equal to the
gace left in the, receiver buffer.

The. sender has o wmd.oud_ which & te maximpm amovat of dala (in
bd’caQ whith 18 bU'\'S‘\'andjn% — send but not ACked.
window

£ we serd window many Bﬂhs. e date be s ¥ “Rm
First, $e window myst be less Han the adverticement window.

(to ensve tuk we take cpe of flow contoD
We calewlgle the congestion window and sek

window = min § congeshon window, adv. window

?

recolt of F&remz about
wrgesh'on a coplore

This is aFmefmfdg eqml b
DataRate x RTT Deh(xj- Bandwidih Product
Lmaxl'mum Ppssiblﬂ—)

It remaine to choose the conges«h‘an window .

Lecture 25 Coﬂggsh'on Control

When mrgesbbn oCCLxs,

. pockels are drOFFeo\ (ond roufers canndt ehransmit +hem, retanemission will
have do e done from He source).

2. queving de\ays may become very l-e.rge.

M mentioned, +re Cpr%esh'on wirdow ries o Fix conges'h'on Cordrol.

How do we iofer congeghon?

. Hfah RTT covild sl‘gru'!g Oongesh‘on (vt how Ludh s high?).

- Packet loss could signify congeghon. We can use o timeout or ACK feadback o infer
whether @ packet loss has Occomed.

Let uvo see whai TCP does.
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Comsider 4tne lwHer ot 4w Hansport layer o the sende Suppose 29 no
coresponds t0 SYN, so the fict packek has seq. oo x4l Lot MsS be e

" maximum seamzm\' size".

How many segmws do we send? Thi deperds on the window size

It e iwhal window & 2.MSS, we send ovt 3 seqmenks

M) VPW\"‘G.HBH is wﬂhla here
YINUYAII 7000 )1y
ACK. no. K-t:/eﬁ?;
received m,,;{u.q X+l + M5 ¥+1+2.MSS

vp b x.

Consides e  buffer ot e feceiver, which is .m'-l-[a.llﬂ empdy- Suppose i (eceives e
fieet segvmd‘ H replies with ACK no. x4 riss.

next expec:hi byte
The ACkvo. Cin Hhe diaamm above) gt updai‘ed T xtl+Mss — # represends that
Mo cerder has 8o+ Q,\tmf\%ng onkil x+Mss. This is called cumulahive Ack
Ack no. z means +hat everytiieyg vkl z-] hgs been received.
Now, the window ot Hue sender is FUSHEA bo Be Fighi-.

Window (‘N’Ph‘eaken i it here
AU 7000 /1

X4\

x+1%2. MSS
ACK nO. X4|4+MSS

This iS5 called a shb\ia window mechaniem. The window itelé rvuaf'vl' be incieased)
decreased dependmg on canﬂesh'on

What if Hg second Packd' is lost and '|'hL third  packer i receijved ?

Lfegewﬂf

Duoe ® o comulahive ACK mechanism, we serd AK no. x+l+mss itsell.

These Ak with o repeated number ae called duplicatz acknowledgermends.
Each dup ACK means that one mere Segment has been received but

we may not kaow which. TFM,S do nok push the window b e n‘dh,{-.

Next, let uvs look ot some Princi?les of c,orgzsh’an confrol.
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1. 18 $Phere is no conngh'on, increase the conagsh‘on window conscrva:l'rve{.,].
We do “odditive increase of window size' & there i« no c,or&cshbn, we grow
e window Lfma;\a as | Mss pe RTT This i a slow increase.
TCP uses se_\F—cloddng o megsure RTT —we increace the window usl'rg ACK.

asrivals .
Serder  Receiver
‘[ i + w~l RTT
Ppose we hawe sent }
ovt %eshan Window packae
MSS

How mwch shovld we increase window for each Ack?
Jusk  _mes . _mss . QussY
ne. of ACKs Wimss cw
Co, e addifive increase wle saus that for each Ack (assumig no  congesdton)
We incremend W by MsS/CW.

2. If c,ora',sh'on > high, decrease window Size d.rash‘calla.
We want to el e Congeshon as soon as pessible —more pockels wpuld
\nQrease  Corgestion
Some  people sugqect
W — | (n T Tahoe)
0 o o (1o TP Rero) — Multiplicative decseace
AIMD  stards for Addihive [ncrease Mullipicatie Decrease.

3. Initiady, seb window size small (becose we do not know the appropricte data rake)
bob incresse aqqqressiely (addifive increase i oo slow i we <t it loo (ow)
So, we do  exponential incrzase.
For eadh RTT, CWe 2vcw (intally af leost). We vse self-clocking aqain.

Pr received Acy, incomse e CW by | mss.
(Cw‘f’ —— sts 'Zlc‘w)

This is called siow-start (which s cort of & misnomer).

Transport Layer Page 8



There 5 also a cerhain S5 threshold IF the SS- window crosses #, we switch
to additive increase This is knpwn as cotBe.ehon awidance.

Congestion

Avoidance (Th& $s- threshold is OAJ'-’S‘I'EA after L@-m‘lfg move about the nehwork)
(ser by admin mlhaJlg)
(used in Linux)

Nou.\oda-_ys, we use TCP (wbic, which also fesks if Hur is consesd'lbn aroud the
S dreshold, ard incresses drush‘calhd i nok.

TCP implementahions  are described in RFC (Reguest $or Comments).

Lecture 26 TCP Tohoe ond Rend

We hrst ook af TCP Tohoe.

Ao expected w2 stard with a low cpnaesh'on window -

We do slow-start, and switth o A1 affer emsting e Yreshold. (6 & some
Po\ni we defect packet loss — these & o reply within  thy rdTansvmsSon Himeout,
he CW i dropost %o | mss ard Hu Ss frosdd & st fo max (UM 5, mssh

(we only vse kimeovk to defedh loss m Tanos) L'no‘\' !

A ow (loss occurs — tireoot)

i
.......... i - We hae # becanse Hhe
| 2 fhrechold may have been
| WS crossed when in SS-
W rules ore:
!
laikdize +he cpn.gesh‘on window {0 | Mss. ¢
[, (Loss)

lncrease  CW h& | MsS for each received ACK.

QF CW > S$_thresh)
MsS*

\ncrease CW by | Ty fr eadh received Ack

(Loss)

When twre are moltiple sources, it is possible that one source Faces Podcef loss and
another doesrt  (depending on e gpeve).

ik s vey dffieolt to Pmijd emd'l.d what would  heppen in Snel.
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Suppose  some. webpage (s loading slowly, so we stop and losd, and the
page loads much haster. What hopens? This may be because te s
Hreold s ok to low affer gome packets are lost, and additive increase
Slows eventhing down femendousy. When we siop and load, Hy S5
theshdd is wcet. 16 we are not unleky ard many losses do not
oecoe Mus Ve around, tre page way \oad faster.

Thee arg fwo gpestions:

LDo we have fo ke so aqqressive Wy sething CW: 1 Mss aher o loss?
2 Can we defed loss in other maﬂs?

For e cecod, thee e a couple of enhancements (implemented i TCP Reno).

| Fost cetransmi: Suppose we send ok 6 segments and ol but He thid e
5uccessfﬁ;ll3 tansmitted. We +hen geb 3 dwplicake Atks (for seﬂmen!s 4,5.6) -
Tre fast retransmit ke s dhak & e ceceive 3 duplicale AKKs for a
posticolar seqment, we vexmremit it (ord disoble the oM Himep).
(Triple dup. A => loss inferred)

2. Fast recovery - What do we do when !oss & inferred from riple dl?licaj'e
Ak ? We decrease SS_ thesh 4o mi@w-h"mt like, eagier- The Aifference
bee & thet we e the Q0 +o sS_dhresh.

Teiple doplicate ACX meons 4ttt e congestion is not so seree thok no
seqments are getting through.

Pleo, 4o himer i stared ofredh (we disable the old dimer).

Co, timeout loss is considered far worse tan dup. Ak lose.

Lecture27 T(CP \fe,sag

RFC 5681 ad RFC 6218 look ot Corgeshon contro\ ard the himer cespechiely

Suppose Yot in Slow Slork, we recaive an A which ockrowledges N lytes
ot rew data. We Hun inurement Hhe CW by min §N, MSST — not eveqy
seamo.n’f needs o be Mss leytes lora-

This aleo protects ogainst some aifads (like sending many Acks for a single
seqment — spltting orme Ak into mangy)
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In congestion avoidance, for every Ack whith acknowledges new dafa, we
incement the widdoy by  MSS/cw  (we do ot take the number of
Acked oyes indD  accpund).

The jaidd RTO s uvsually sef to ls or hl‘aher When loss oceurs, we also
back off by do.'rg RTO = min { 2 x RTD, may_ RTOL.

Now, let ve look at TCP Vejas.

It Uses RTT 4o detect c,ofBesz'on. Is this a qood idea? Congeshbn s ot Hhe
oy soorce of high RTT.

SomeH'n'ns like VoIP (en UDP) s latency -sensitive, whereas TCP is built o Fill up
queves. This s g idea lehind Vgas — waitiy for loss v occur might affedt othur
aPpliwhms-

Fit of oll. i has Renos rules and deredks loss vsig dimeoot apd 4riple dup.
Ack, modifying ClL) and  5S- Hhresh. The s rles are He same as well-
Cp\'ge.S’)"On avodance s slightly diffecerd:

Dencte Hhe minimum RTT (when queves ore gk o problemd by BaseRTr.
It the Queves Qre QIYIF?B, the expedred @ &  CW/RaeeRTT - Expt Rate
The acdved e i c%'\iﬂ' < ExptRate
We smooth ot e recent RTTs, similar o
Estin- RTT  earlier.
Lefting Ditf - ExptRee — AchalRale,
in Cogestion awidance (Cw > Ss_thresh)
Diff <ol = CW is ncreeced by | MSS per RTT
CE&‘ CW inceases by Ms%cvd)
CThis is like in Reno.
D#. > B = Cw is decreased by | MSS per RTT.
(Additive decresse because congestion is high)
oL <Diff. < = CW is urchanges.
Ccogesh‘on & neither 4oo high nor 4eo \ow)

What shold X ad B ke sof Jo? We also wont compiibilily with
Rero, ez Dye To this, Veqas vever ally became  popular
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We have Diff. = _cwW - W

—

Bage RTT RTY .
= CW (RTT - BasERTTj/-) Ay auaﬂs
Bose RTT » RTT
= (Achml RaYe) » ( Queving de\euisx
BoceRTT
In o sie queve, the wovld be =

Data in Queve
Base RTT

Veﬁas farges o have o/ < Ditf< P
X x Bose RTIL Daju in Queve < Bx Base RTT
The inihiad proposed volwes Cin fe Veges papar) are x = 30 k&ps

ad B-6DkBps.
e primany  dawback is that we do ngk know what 4o sek o, R .

Now, wnat if \/eﬁas Flows Compete with Reno Flows?
whtt & ol Reno i replaced with Veaas?

l. Rz,no V. VGSGS
Mex queve size ... I ket loss, both do MD.
Reno in AL, ) in AD.
4 R— ‘ Qo<
Dike vaie I'Reno in AL, Veﬂas 0oes npt d""‘ﬁa

\ —
P IB"H’ in odditive (rcrease

\Ieﬂas' Podtef loss is faced duve Yo Renos aﬂﬂrassivcness. £ both compefe,
Reno wil domingte \/eﬂas-

2 wWhat ¥ only \I‘ejas?

Max queve size ...

I Al dessease
Dmﬁrdm i“ | No-one changes
1 Al increase
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Prdvard'asv.s in ths case:

» There is 1o Packe’r loss.

* The quenry delays cemain i0 He inteval Corespording to (aL,R)

* Tre gqueve ic cdwaﬂs achve (never idle). Thie is unlke the all Reno case, <o
frroughput may be significardy higher. The Neqas papes claims 4o hawe 507
more Hhroughput Hhan Reno

A TP fow is defined by @ S-hple.
(Source & Dest. TP and port aumbers and Pmbco\ £ield)

Nowedays, we primarly vse TP Cuble, whnich is on moe aggrssive than
Reswo .
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